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SMART CITIES AND SMART INFRA
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BASED CYBERSECURITY 
FRAMEWORK IN THE 
COGNITIVE & OPEN ERA
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OVERVIEW
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The cyberspace isn’t any longer a 
closed mesh, it has eventually become 
open. 

“Citizens are becoming netizens” -
Computers or Mobile phones or any 
handheld devices.

New Challenge - “upkeeping cyber 
security when connected”; 

More and more challenging for the 
governing and regulating bodies, a.k.a. 
Cyber police or cyber cops. More the 
cyberspace technologies update, 
updated are the attackers too.

Recent types of attacks include following

• Ransomwares on computers and IoT devices

• Social Media hate attacks

• Phishing, Smishing and Vishing based financial   

frauds

• IP/DNS spoofing and poisoning

• Distributed Denial of Service attacks

• Brand Vandalism attacks and … many more !
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OBJECTIVES
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• Artificial Intelligence driven Cyber Security Analytical System

• Targeting the ‘zero-day’ detection of the potential threats

• Proactive prevention of possible incidents

• Detect possible “Hate Attacks” with 

Threat Intelligence driven Heuristic Analysis

• CUSTOMIZED ATTACK DEFINITION –

“What you define as not an attack can be attack for me !”

• Attack forensics and Repository Systems
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ATTACK DIASPORA

ATTACK TARGETS ARE THESE ONLY ATTACKS ?? NO

“SOCIAL  MEDIA HATE AT TAC KS”
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CYBER SECURITY CHALLENGE 
IN SMART INFRA

City network is an 

“OPEN NETWORK”

---------------------

• Wider Attack Surface

• Open Smart Elements installed in public places

• Open Data Flow and Exchange

• Collaborative cross-departmental integration –

“High chances of loose coupling and loopholes”
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What is needed

“A CUSTOMIZABLE SECURITY ANALYTICAL AND RESPONSE SYSTEM 

THAT CAN ADAPT THE ‘ZERO DAY DETECTION AND PREVENTION 

TECHNIQUE’ SCALABLE ACROSS MULTIPLE PROPRIETARY SOLUTIONS”

• ONLY PROPRIETARY SECURITY SOLUTIONS CAN’T CATER TO THIS NEED

• NEED OF LEVERAGING OPEN SOURCE TECHNOLOGIES TOO

“FOLLOW A - FRAMEWORK - APPROACH”
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DETECTION

A s t r i k o s c o n s u l t i n g . c o m

APPROACH AND METHODOLOGY
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SMART CITY MISSION 
GUIDELINES

• MoHUA Guidelines – What should be the part of Smart Cities?

• MoHUA Guidelines – ICT Enablement in Smart Cities

• MoHUA Guidelines – Citizen’s Data Privacy and Cyber Security in Smart Cities

• Responsibilities of Stakeholders

Generic Guidelines:

http://smartcities.gov.in/content/innerpage/guidelines.php

Data Privacy and Cyber Security:

http://smartcities.gov.in/upload/oms/5821b621a862dCyber_Securitypdf.pdf 
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Holistic Cyber and Information 
Security Model

NEW GENERATION INFORMATION 
AND CYBER SECURITY FRAMEWORK

● Firewalls / IPS Appliances

● Web Application Firewall

● Advanced Persistent Threat 

Management

● Unified Threat Management

● VPN based restricted and eligible 

network access

● Holistic Security Information and 

Intelligence Management 

“OUTDATED 

TECHNIQUE”

“Old Method 4D’s

• Deter  

• Detect

• Delay

• Deny
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Holistic Cyber and Information 
Security Model
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Multi-Layered Security Approach

• Technologies 

• Architectures

• Policies

• Monitoring and 

Enforcement

• Compliance

• Training
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WHAT’S THE MAGIC COMBO?

• PROPRIETARY SOLUTIONS:

• GATEWAY PROTECTION

• IDENTITY MANAGEMENT

• SIEM AND SECURITY INFORMATION SYSTEMS

• ANTI PERSISTENT THREAT MANAGEMENT

• ETC…

• OPEN SOURCE SOLUTIONS:

• VA/PT

• THREAT INTEL SOURCES

• GLOBAL THREAT REPOSITORIES

• SECURITY INTELLIGENCE SYSTEMS

• ETC..

• ANY OTHER CUSTOM SOURCES : CCTNS/eCourts DB or etc.,.

• DEVELOP A CUSTOM WRAPPER SYSTEM TO INTEGRATE AND BUILD A 
HOLISTIC SYSTEM
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APPROACH OF DETECTION
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Thank You !

QUESTIONS AND QUERIES…?

Contact: Chinmay Hegde 

Cell. +91 99028 25577 | Ph. +91 80 2667 5222 

Email: chegde@astrikosconsulting.com /  connect@astrikosconsulting.com
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Smart Cities, Smart Villages, Smart Systems and Cyber Security

India: #129, K R Road, Basavangudi,  Bengaluru– 560004

Singapore:  #2 Corporation Road, 01-13, Corporation Place, Singapore – 618494
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BACKUP SLIDES
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Team
A s t r i k o s c o n s u l t i n g . c o m

DETECTION - IN DEPTH

OVERVIEW

“ SO U RC E  SEARC H ”
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Team
A s t r i k o s c o n s u l t i n g . c o m

TECHNICAL DATA FLOW DESIGN
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DETECTION - CDR ANALYSIS
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SECURITY INTELLIGENCE

HOW 

THE 

SYSTEM 

WORKS?

?
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TECHNICAL OVERVIEW
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EVENT STRUCTURE - SAMPLE
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DELIVERY MODEL
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https://en.wikipedia.org/wiki/List_of_file_signatures
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